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Abstract

This guide explains how to prepare your application environment for WorldExtend use. It explains the
requirements for your running your applications and requirements for executing the WorldExtend
IronDoor Agent.
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Preparing for WorldExtend

To help insure a successful deployment of WorldExtend, organizations must first prepare their corporate
application environment for the deployment process. You should assess your application requirements
and WorldExtend requirements and determine how they affect your organization. Before you can begin
your deployment, you must gain some information about WorldExtend and perform some preparation
tasks, including:

Identifying the WorldExtend components

Determining the WorldExtend hardware requirements
Determining the WorldExtend software requirements
Determining the WorldExtend network requirements

Gathering the application attributes required by WorldExtend

The following sections provide you with some WorldExtend information and an easy-to-use checklist for
preparing your application environment for WorldExtend.

Preparing for WorldExtend IronDoor™
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WorldExtend IronDoor Products

IronDoor offers three (3) remote access products to enable your users to work remotely and support a
centralized computing environment. Both products utilize the IronDoor Security Platform to ensure the
highest level of security for your network and data resources.

1.

IronDoor VPN — IronDoor VPN allows you to create encrypted SSH VPN tunnels between remote
clients and your internal applications and data. No VPN hardware is required, just an IronDoor Agent
and the WorldExtend Web Portal.

IronDoor Desktop Access — IronDoor allow your user to access their Windows and Linux based
desktops from anywhere in the world.

IronDoor Application Delivery — The IronDoor Application Delivery platform enables your users to
execute business-critical, server-based applications from anywhere in the world. These users can
only view and execute the applications the IronDoor administrator assigns to them.

[ronDoor Components

The IronDoor Security Platform consists of four (4) main components. This component-based, security
platform gives you the flexibility and scalability you require for a complete enterprise solution.

1.

WorldExtend Server — The WorldExtend Server is a managed, back-end computing environment
that provides all of services necessary to enable secure remote access to your data and
applications. It host the web services that the IronDoor Agent uses to initiate and validate incoming
connections. The service is hosted in the WorldExtend datacenters, thus relieving you of the
installation requirements and resources.

WorldExtend Administrator — The WorldExtend Administrator allows you to manage your remote
users, applications, computers and IronDoor Agents. You can monitor real time user activity and
connections. It is accessed via the WorldExtend Web Portal.

WorldExtend Web Portal — The WorldExtend Web Portal is your company-specific website where
your users will launch their IronDoor VPN connections, managed applications and managed
desktops.

IronDoor Agent (IDA) — The IronDoor Agent (IDA) is a Windows Service that acts as a secure
gateway between remote clients and internal endpoints such as file systems, email servers,
desktops and application servers. Just one IDA needs to reside on any Windows 2000, 2003, or XP
computer within your network to provide access to any internal endpoint within that network.

The subcomponents are:

a. Connection Tester — The Connection Tester allows you to enter your IDA port range
and determine if your firewall is permitting access.

Preparing for WorldExtend IronDoor™
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b. IronDoor Agent Configurator — The IronDoor Agent Configurator enables you to tune
your IDA for your needs. In most cases, the IDA is self-configurable so you will not need
to use the IDA Configurator often.

Preparing for WorldExtend IronDoor™
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IronDoor Updater — The IronDoor Updater service communicates with the WorldExtend
Server to determine if there are any software updates for the IronDoor Agent. Based on
your settings within the WorldExtend Administrator, the Updater service will apply the
updates when you want.

IronDoor Agent Monitor — The IronDoor Agent Monitor allows you to manage the

IronDoor Agent and IronDoor Updater services and apply software updates to the
IronDoor Agent. The monitor runs as an icon in your Windows desktop systray area.

Preparing for WorldExtend IronDoor™
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IronDoor Agent Requirements

This section lists the hardware, software, and network requirements for running the WorldExtend
IronDoor Agent. Check entries as completed.

Hardware

You can install the WorldExtend IronDoor Agent (IDA) on the same Windows 2000 or Windows 2003
server that you are going to use to run your applications.

The following are the minimum requirements to run the IDA.
D 800 MHz Pentium IIl processor better

] Atleast 256 megabytes (MB) of RAM. 512 MB recommended

Software

The IDA currently requires the following operating systems and software:

| Windows XP SP2 or higher, Windows 2000 Server SP3 or higher, Windows Server 2003 SP1 or
higher

D The Microsoft .NET Framework version 2.0. Available at: http:/support.microsoft.com

Network

The IDA currently requires the following network and firewall configuration:

D An external TCP/IP address accessible over the public Internet. This does not have to be a
“static” IP address.

] Foran DA configured as a Master or O-Listener:

o A firewall definition that makes “n” sequential ports available for the internal TCP/IP
address assigned to the server that is hosting the IDA. The IDA will randomly select one
of the “n” port numbers when establishing a WorldExtend connection.

Example: Open 6 ports in the firewall, with port numbers 9000 through 9005 for IP
192.168.3.2

o A firewall definition that NAT’s the external TCP/IP address to the internal TCP/IP
address for those ports.

For an IDA configured as a Secondary, no firewall changes are required.

Run the WorldExtend Connection Tester to verify the network configuration.

O o0Ood

Log into the WorldExtend Administrator, display the IronDoor Agent Details form for the IDA, and
use the Ping tool to test the connection from outside your network.

Preparing for WorldExtend™ 7
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IronDoor VPN Requirements

This section lists the hardware, software, network, and application requirements if you are using
IronDoor VPN Tunnels. Check entries as completed.

Hardware

Server

Within your corporate computing environment, you must install the WorldExtend IronDoor Agent (IDA).
Please review the IDA requirements.

] DA hardware requirements completed.

For the internal endpoints of your IronDoor VPN (e.g. an email server, Intranet site, FTP server, etc.),
you must adhere to the system requirements of the particular endpoint.

D Endpoint hardware requirement completed.

Client

The IronDoor VPN runs as an ActiveX control within the end user’s Microsoft Internet Explorer web
browser. Please review the system requirements for Internet Explorer at:
http://www.microsoft.com/windows/ie/ie6/evaluation/sysreqs/default. mspx

However, we recommend the following for your remote end users:

d 700 MHz Pentium processor or better

[ 128 MB of RAM

IronDoor VPN Requirements 8
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Software

Server

Within your corporate computing environment, you must install the WorldExtend IronDoor Agent (IDA).
Please review the IDA requirements.

D IDA software requirements completed.

For the internal endpoints of your IronDoor VPN (e.g. an email server, Intranet site, FTP server, etc.),
you must adhere to the system requirements of the particular endpoint.

O Endpoint software requirement completed.

Client

The IronDoor VPN runs as an ActiveX control within the end user’s Microsoft Internet Explorer web
browser:

1 windows XP SP2 or higher, Windows 2000 SP3 or higher or Windows Server 2003 SP1 or
higher

Microsoft Internet Explorer 6.0 SP1 or higher.

D Internet Explorer options that allow signed Active X controls to be loaded. All WorldExtend
ActiveX controls are digitally signed with our corporate certificates.

If the Local Destination address of any of your IronDoor VPN tunnels will be a loopback address
something other than 127.0.0.1 (e.g. 127.0.0.2), your Windows XP SP2 clients will require the
Microsoft fix specified in Knowledge Base article KB884020.

IronDoor VPN Requirements 9
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Network

Server

Within your corporate computing environment, you must install the WorldExtend IronDoor Agent (IDA).
Please review the IDA requirements.

D IDA network requirements completed.

For the internal endpoints of your IronDoor VPN (e.g. an email server, Intranet site, FTP server, etc.),
you must adhere to the system requirements of the particular endpoint.

O Endpoint network requirement completed.

Client

The IronDoor VPN Active X control within Internet Explorer requires:
D An Internet connection to your WorldExtend Web Portal.
D A connection to your IronDoor Agent via either the Internet or internal LAN.

[ Personal firewall definitions that allow outbound connections to the port range established in
your lronDoor Agent definition within the WorldExtend Administrator.

O in order to use IronDoor VPN for Windows File Sharing, you must create a channel for port 139
(445 for Vista) and point the channel at a Microsoft Loopback adapter address. When the
“Automatically install IronDoor Loopback Adapter” box is checked on you OU definition within the
WorldExtend Administrator, the WorldExtend Initialization Control will automatically install a
loopback adapter on the end user’s computer when they access the Web Portal for the first time.
This installation will only occur if the user is logged into their computer with administrative
authority. If you need to do this manually, please refer to Appendix B of this document.

IronDoor VPN Requirements 10
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Worksheet
Gather the following attributes for each service that will be accessed with IronDoor VPN:
e Service name (e.g. Email Server, FTP Server, File Share)
e Service description
o Ports required on the Service side for access (you will need one Channel for each port)
e Service IP Address or FQDN
e Local IP Address on Client for Channel listening (e.g. 127.0.0.1)
¢ Local Port on Client for Channel listening

e Is Local IP on IronDoor Loopback Adapter?

Use the following table to fill in the Application attributes.

Name Description Service Service | Local Local | Loop
Address Ports Address Ports | back

Email Server Our internal email server. mail.abcindustrials.com | 25, 110 127.0.0.1 25,110 N

SAN Share Common drive on SAN SANSRV001 139 10.99.99.99 139 Y
IronDoor VPN Requirements 11
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Application/Desktop Publishing Requirements

This section lists the hardware, software, network, and application requirements for running applications
using lronDoor. Check entries as completed.

Hardware

Server

Within your corporate computing environment, you must install the WorldExtend IronDoor Agent (IDA).
Please review the IDA requirements.

] DA hardware requirements completed.

The specific hardware requirements for your corporate application environment are too complex for the
scope of this document. Each individual software application has its own computing requirements; as
does, the remote access infrastructure you plan to implement such as Microsoft Terminal Services, VNC,
Telnet servers and FTP servers.

Please refer to your application vendor’'s documentation and website for capacity planning details.

e For Microsoft Terminal Services, visit
http://www.microsoft.com/windowsserver2003/technologies/terminalservices/default. mspx

e For VNC, refer to the VNC vendor or the Linux operating system vendor.
e For Telnet, refer to the Telnet vendor or the operating system vendor.
e For FTP, refer to the individual FTP server vendor

Once you have reviewed the capacity planning requirements for your environment, check the box below.

D Application hardware requirements completed.

Client

The various IronDoor remote access interfaces run as an ActiveX controls within the end user’'s
Microsoft Internet Explorer web browser. Please review the system requirements for Internet Explorer at:
http://www.microsoft.com/windows/ie/ie6/evaluation/sysreqgs/default. mspx

However, we recommend the following for your remote end users:

] 700 MHz Pentium processor or better

[ 128 MB of RAM

WE-Connect Requirements 12
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Software

Server

Within your corporate computing environment, you must install the WorldExtend IronDoor Agent (IDA).
Please review the IDA requirements.

D IDA software requirements completed.

The specific software requirements for your corporate application environment are too complex for the
scope of this document. Each individual software application has its own computing requirements; as
does, the remote access infrastructure you plan to implement such as Microsoft Terminal Services, VNC,
Telnet servers and FTP servers.

Please refer to your application vendor’'s documentation and website for capacity planning details.

e For Microsoft Terminal Services, visit
http://www.microsoft.com/windowsserver2003/technologies/terminalservices/default. mspx

e For VNC, refer to the VNC vendor or the Linux operating system vendor.
e For Telnet, refer to the Telnet vendor or the operating system vendor.
e For FTP, refer to the individual FTP server vendor

Once you have reviewed the capacity planning requirements for your environment, check the box below.

| Application software requirements completed.

Client

The various IronDoor remote access interfaces run as an ActiveX controls within the end user’s
Microsoft Internet Explorer web browser. Here are the software requirements for IronDoor:

1 windows XP SP2 or higher, Windows 2000 SP3 or higher or Windows Server 2003 SP1 or
higher

] Microsoft Internet Explorer 6.0 SP1 or higher.

D Internet Explorer options that allow signed Active X controls to be loaded. All WorldExtend
ActiveX controls are digitally signed with our corporate certificates.

WE-Connect Requirements 13
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Network

Server

Within your corporate computing environment, you must install the WorldExtend IronDoor Agent (IDA).
Please review the IDA requirements.

D IDA network requirements completed.

The specific network requirements for your corporate application environment are too complex for the
scope of this document. Each individual software application has its own computing requirements; as
does, the remote access infrastructure you plan to implement such as Microsoft Terminal Services, VNC,
Telnet servers and FTP servers.

Please refer to your application vendor’'s documentation and website for capacity planning details.

e For Microsoft Terminal Services, visit
http://www.microsoft.com/windowsserver2003/technologies/terminalservices/default. mspx

e For VNC, refer to the VNC vendor or the Linux operating system vendor.
e For Telnet, refer to the Telnet vendor or the operating system vendor.
e For FTP, refer to the individual FTP server vendor

Once you have reviewed the capacity planning requirements for your environment, check the box below.
] Network requirements completed.

Client

The IronDoor Active X controls within Internet Explorer require:
D An Internet connection to your WorldExtend Web Portal.
D A connection to your IronDoor Agent via either the Internet or internal LAN.

[ Personal firewall definitions that allow outbound connections to the port range established in
your lronDoor Agent definition within the WorldExtend Administrator.

WE-Connect Requirements 14
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Worksheet
Gather the following attributes for each application that will be accessed with WorldExtend:

e Application name

Application description

Application executable name (e.g. winword.exe)

Application path (e.g. C:\Program Files\Office\Office10)

IP address, FQDN or Computer Name of server hosting the Application

Use the following table to fill in the Application attributes.

Name Description Executable Path Address

Sample App This is a sample application. sample.exe C:\Sample\bin 192.168.3.101

WE-Connect Requirements 15
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About Us

About WorldExtend, LLC.

Founded in 2005, WorldExtend, LLC. combines systems software expertise with practical experience in
managing and operating mission-critical data centers. WorldExtend, LLC. is quickly becoming a leader in
software platforms and systems that enable enterprises and service providers to successfully deploy and
manage server-based computing.

About WorldExtend IronDoor

WorldExtend IronDoor™ is an advanced remote access security platform that seamlessly integrates our
proprietary VPN and application delivery system, IronDoor™, with your internal computing environment
to deliver fast, simple and secure access to information and applications. WorldExtend IronDoor enables
administrators to quickly provide users access to applications and data from anywhere in the world using
only their web browser.

Other sources of information
You can find more information, as follows:

WorldExtend, LLC.
131 Gaither Drive
Suite G

Mt. Laurel, NJ 08054

Web: www.worldextend.com
Email: info@worldextend.com

Phone: 866-999-7750
Fax: 856-234-6766
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