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Abstract
This guide will walk you through the steps required to publish a terminal services based application.

Before beginning the walkthroughs, please review the System Requirements. If you experience any
problems, refer to the Troubleshooting section.
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System Requirements

End User (Remote Client) System Requirements

Hardware

The IronDoor Application Portali nt er f aces run as ActiveX controls wit
Internet Explorer web browser. We recommend the following for your remote end users:

1 700 MHz or higher Pentium-compatible CPU
1 Atleast 128 megabytes (MB) of RAM. 256 MB recommended

Software

The lronDoorc | i en't interfaces run as ActiveX controls withi
web browser:

1  Windows XP SP2 or higher, Windows 2000 SP3 or higher or Windows Server 2003 SP1 or
higher

1 Microsoft Internet Explorer 6.0 SP1 or higher.

1 Internet Explorer options that allow signed Active X controls to be scripted. All IronDoor ActiveX
controls are digitally signed with our corporate certificates.

1 POP-UP blocker must be turned off for your IronDoor Web Portal address.

Network

The lronDoorc | i en't interfaces run as ActiveX controls withi
web browser:

1 An Internet connection to your IronDoor Web Portal.
I A connection to your IronDoor Agent via either the Internet or internal LAN.

1 Personal firewall definitions that allow outbound connections to the port range established in
your IronDoor Agent definition within the WorldExtend Administrator.
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IronDoor Agent System Requirements

Hardware

You can install the IronDoor Agent (IDA) on any Windows XP, Windows 2000 or Windows 2003
computer in your network (i.e. on the same subnet as the computers you want to remotely access).

The following are the minimum requirements to run the IDA.
1 800 MHz or higher Pentium-compatible CPU
1 Atleast 256 megabytes (MB) of RAM. 512 MB recommended

Software

IronDoor currently requires the following operating systems and software:
1  Windows 2000 Server with SP3 or higher
1 Windows Server 2003 with SP1 or higher
1 The Microsoft .NET Framework 2.0

Network
The IDA currently requires the following network and firewall configuration:

1 An external TCP/IP address accessible over the public Internet. This does not have to be a
Aistaticdo | P address.

1 For an IDA configured as a Master or O-Listener:

o A firewall def i ni t i alports availdble forahe mternaiMCB/IPs e qu e nt i
address assigned to the server that is hosting the IDA. The IDA will randomly select one
of the And port numblmnDsorceimection.est abl i shing a
Example: Open 6 ports in the firewall, with port numbers 9000 through 9005 for IP
192.168.3.2

o A firewall definition that NAT&ds the external

address for those ports.

1 For an IDA configured as a Secondary, no firewall changes are required.

Pretense
This walkthrough assumes that you have already:

1 Installed WorldExtend IronDoor on a Windows Terminal Server or a computer on the same
network as a terminal server.

1 Installed the application you wish to publish on that terminal server.

1 Setup your IronDoor Application Portal
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Adding a Windows Terminal Server Application

The WorldExtend Administration system for IronDoor allows you to easily publish Terminal Server
Applications in a matter of steps. The following walkthrough will illustrate how you publish Terminal
Server applications to the web, I.E. QuickBooks, Word, Excel, ACT!, etc.

Since you are connecting to a terminal server, you will need to determine the following things before
defining it to IronDoor:

1. Determine which computer you need to access, hosting the desired application.
2. lIsit accessible from your IronDoor Agent (i.e. is it in the same network)?
3. Is it setup for remote access and what is its address? To determine this:

a. Log into the computer you want to access.

b. Click Start -> Control Panel

c. Click the System icon within Control Panel

d. Click the Remote tab.

e. Under the Remote Desktop section, mak e
or AEnable Remote Desktopéodo check box i
f. Click the AComputer Nameodo Tab and write

g. Click OK.

4. Determine which users accounts you want to access applications and add them to the Remote
Users Group. (If not done so already)

a. Click Start > Right Click My Computer > Manage
b. Expand Local Users & Groups, and Select Groups
c. Double Click Remote Desktop Users.

d. Click Add.

e. Type the name of the users you wish to access applications and select ok

Now that we have configured the terminal server you are ready to publish your application.

1. If you are not already, login to your Web Portal.
a. Open Internet Explorer.

b. Inthe address bar type the URL of your IronDoor Application Portal and press

Enter.
(You should have received an email after creating your web portal with your username, password
and URL.) Example: https://mysite.worldextend.net/
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You should be prompted with a page asking you to login to your application portal

with you username and password. Enter your user name and password and click
ALogino

(Your username and password is also in the email sent to you after you setup your web portal.)

& [en

netjstart.aspx v| BJ 4|[x] [ |[2]-

V%;Cunvrevt - [ select
ACME corp.
Acme
Wel to Acme's Application Portal
Please enter your User ID and Password to sign in
User ID |Admin I
Password |.--.-------u l

Login

[J Remember my credentials
[@  Trusted sites ®) -

2. Click the Manage System Tab on the top right corner of the window. It will open the
WorldExtend Administration Main page.

7

EBX
@«\"/ v | &] https:fjacme.worldextend.netjstart.aspx RENZIES L“ ‘ Gl b
@ Convert ~ ESelect

ACME Corp.

‘ Applications [ Preferences h Managesgm i‘ Log Out ‘
d = E a3 0B

& World: xtend
Select Application Grou 2 ~
i B Click an Icon to Launch the Application =
@ All Applications P
o
File Share
Tunnel
o
< | ba
[@  Trusted sites ® -
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3. Inthe left panel right click Applications and select New

v ‘é https:jjacme . worldextend.net/start.aspx V‘ QJ ‘1‘ X ‘ 1le
@ Convert ~ @Select
ACM E corp' l Applications M Preferences ” Manage System Log Out ‘
do a8 & 2P & 82 2| G002 & Worlde o
Left-click text for properties. o]
Right-click text for menu.
Click here to refresh tree Pick a category
e
2-9Q Acme
8, Users A
|38 User Groups \~ =
-5 Applcations » Click Here To Purchase
E Application Groups
i c° \ || Getting Started
& ronDoor Agents y These walkthroughs and tips will help you get started with SecurelDA
& IronDoor Groups & |
B Usage Monitoring Select an option: | First-time users start here v and [ Continue
Administrator Console
Access all of features and functions of the system from a single consc
Select an option: ‘Open Administrator Console v‘ and [ Continue
o
& | %
[@  Trusted sites -

4. Un d éihat fype of connection are you adding?0select the Microsoft Terminal Services
Program as the type and click the Next button.

6@.\) Idextend.net/start, vg‘c,'x‘

@ Convert ~ [ Select

ACME corp‘ Aopications. || Preferences “ Manage System Log Out
d o a8 &z P & ¢ ¥ | @B R & World: e
Left-click text for properties.

e e @ Add an Application Application Type Close| &
WorldExtend allows you to connect to many different resources

5-Q Acme o ¥
=R What type of application are you adding? @ and services. We call these application types.
-8, Users ® SSH Tunnel - Create one or more encrypted channels
from a remote client to an internal resource using
2 User Groups O SSH Tunnel @) (pipes)
no VPN hardware.
3 Fopleations O windows Desktop @) e Windows Desktop - Allow a remote user to securely

Applcation G s v &
&8 Application Groups ® Hicrorott Tacninal Barvices Brogram @ access the desktop of a Windows-based computer.

Computers Windows Program - Allow a remote user to securely
OVNC Desktop @) access a single application running on a Microsoft Terminal

Server.

Computer Groups

& fronDoor Agents OTelnet @)
e Remote Launch Pad - The Remote Launch Pad is a

IronDoor Groups OFre @ WorldExtend application that groups applications into one
B Usage Montoring Oweb Link @ session.

o VNG Desktop - Allow 3 remte user to securely access the
desktop of 3 VNC-based computer
Back Next Cancel
= | \_'$_‘ [ o= | o Telnet - Allow a remote user to securely access a Telnet
server.
® FTP - Allow a remote user to securely access an FTP
server using a Windows Explorer type interface.

e Web Link - Allow a remote user to launch a web address
within their default web browser.

Notes

# Due to Microsoft Vista security constraints (see Microsoft
Security Bulletin MS07-063, update KB942624),
WorldExtend will not automatically cenfigure a client
computer for Windows File Shares. -

<

[  Trustedsites ! -
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5. Un d éNhat i the name of this application?dEnter the name of the application that you will be
accessing. Once completed, click the Next button.

2 BEX
@@ ~ | ] https:fjacme worldextend.netjstart aspx v[ & ][%|[x]] |E2E
@ Convert ~ [ Select

ACME Corp.

Applcations_ || Preferences Manage System | LogOut

a @ B2 2P &8 8 ¢ | @ & Worldzxiond
Left-click text for properties.
Right-click text for menu. i — R
i i @ Add a Microsoft TS Application Application Name Close|

< Enter a name or description for this application. It is usually best
=} Acme n i 2 T to keep the name as short a possible but descriptive. It will be

2

B8 Users WISLIE iR it ot i aplinations ) displayed on the end user's Web Launch Pad.

(23 User Groups [Name: [QuickBooks| | [ Examples:

= O ppications « Outlook

@58 Aopication Groups [ e ] Next [ e | @ o John's XP Desktop

- Compuiers o eublic File Share Tunnel

45| Computer Groups: ® NY Linux Server 1

@& IronDoor Agents o Internal Email Tunnel

B4 IronDoor Groups o Sales FTP Server

- Usage Moritoring o WEXSRVO1

(&) / Trusted stes s

6. Un d énhichilronDoor Agent or Group is required?0select your IronDoor Agent from the
dropdown list and click the Next button.

7. Most | ikely the computer you want t @hiéghccess
Computer is required?0 ¢ | i Add Netv K@mputer button.
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